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BOARD DYNAMICS: LEADERSHIP, TECHNOLOGY,
AND CYBER RISK
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Board Dynamics and Leadership in a Disruptive Era

Understanding modern board dynamics and governance responsibilities

GOVERNANCE . TRAINING . EMPLOYEE BENEFITS . INSURANCE f X in




Understanding Modern Board Dynamics '/:l, Finnet
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Regulatory & Stakeholder Pressures

Rising expectations demand transparency,
accountability, and ethical leadership.

Governance Essentials

Defined roles, diverse skills, independence of judgment,
and robust controls.

Digital Transformation & Risk

Integrate technology strategy, monitor emerging risks,
and promote continuous learning.

Kenyan Context & Standards

Align with Companies Act (2015), CMA Code, NSE rules,
and Mwongozo; emphasize independence, disclosures,
and ESG oversight.
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Responsibilities under Kenyan and Global Governance Standards ):(. innhet
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a Better Tomorrow, Today

Governance & Structure
Separate chair/CEO roles, ensure balanced boards, and

uphold director independence per CMA 2025 reforms.

Risk & Compliance

Strengthen oversight of internal controls, fiduciary

duties, conflicts, and Companies Act (2015) obligations.
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Technological Disruption and Its Impact on Boards

GOVERNANCE . TRAINING . EMPLOYEE BENEFITS . INSURANCE f X in




Digital Transformation and Board Oversight '/2(, Finnet

Building a Better Tomorrow, Today

Digital transformation has moved from an operational choice to a strategic
imperative, demanding stronger board oversight and technology fluency.

Directors must grasp how Al, automation, and data analytics shape strategy, risk, and
competitive advantage—aligning initiatives to long-term objectives and regulatory

expectations.

Boards should partner with CISOs and digital leaders to embed cybersecurity in every
decision, while Kenyan requlators emphasize privacy, resilience, and transparency.

Regularly assess tech adoption risks and opportunities, foster responsible innovation,
build digital capabilities, and use structured frameworks that balance agility with risk

controls.
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Boards’ Role in Technology & Innovation Governance ',.\(. Finnet

Guiding rapid tech shifts

_ Compliance and ethics by design
Trustees must track global trends, regulations, and

o : : : Integrate privacy, ethical use, and regulator
digital risks to steer innovation responsibly. 9 P Yi ! 9 Y
expectations into innovation strategy.

Evaluating technology impact Capabilities and cadence
Assess Al, cloud, blockchain, and automation for Use cross-functional innovation committees, build
effects on business models and risk profiles. tech skills on boards, and reassess strategy
continuously. rs
. . -
Structures that enable innovation i
Create governance that prevents tech debt, aligns ,'kn " ¢
with regulations, and fosters experimentation. L B
"c." »
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Oversight of generative Al ey W

Adopt strong frameworks to capture opportunities

&

while mitigating unintended consequences.
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Cyber Risk and Board-Level Responsibilities
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Cybersecurity Oversight as a Strategic Imperative ):(. Finnet
@ Building a Better Tomorrow, Today
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Board Accountability & Literacy
Treat cyber resilience as strategic. Build trustee

understanding of threats, response, and resilience.

Risk Frameworks & Compliance

Oversee regular assessments, data governance, and
alignment with NIST CSF 2.o.

Incident Readiness & Reporting

Test response plans, monitor resilience metrics, and ensure
transparent risk reporting.

Local Alignment (Kenya)

Integrate global practices with CMA codes; clarify committee
and leadership ownership.




Case Studies in Cyber Risk Leadership ’/:, Finnet
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ecosystems.

Governance Drives Performance

Firms with advanced cyber governance materially
outperform peers, underscoring strategic and financial
value.

Board Playbook for Crises

Pre-established response plans, cross-functional crisis
teams, and transparent communication enable decisive
leadership.
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Regulatory and Governance Requirements in Kenya
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Kenyan Governance Frameworks and Compliance Requirements ', l. Finnet

Building a Better Tomorrow, Today

Companies Act (2015)

Foundational standards for directors: fiduciary duties, conflicts, and shareholder
rights.

CMA Governance Code (2015, 2025)

Board independence, split leadership roles, tenure limits, and stronger internal
controls.

Mwongozo for State Corporations

Ethical leadership, board evaluation, and clear governance-management
boundaries.

Sector Regulators (CBK, IRA)

Enhanced risk management, transparency, and internal control expectations for
institutions.

ESG and Disclosure Evolution

Adopt ESG reporting, sustainability oversight, and enhanced disclosures (NSE,
CMA).

Trustee Imperatives
Stay vigilant, lead proactively, and align with global best practices.
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Alignment with Global Governance and Cyber Risk Standards '/:l. Finnet

Global expectations for boards

Integrate cybersecurity, ESG, and digital transformation into core oversight with
transparency and strong governance structures.

Frameworks guiding resilience

Adopt NIST CSF 2.0 and leading ESG standards to benchmark governance, risk
intelligence, and reporting quality.

Kenya’s regulatory alignment

CMA'’s 2025 reforms mirror global norms on independence, transparency, and risk
oversight for trustees.

Board capabilities and outcomes

Build digital literacy, track global risk trends, and embed cyber risk in strategy to enhance
compliance and competitiveness.
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Conclusion and Strategic Recommendations
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Key Takeaways for Trustees ',2/. Finnet
[ ) Building a Better Tomorrow, Today

Elevated governance mandate
Integrate strategic foresight, tech leadership, and rigorous risk oversight with
continuous director learning.

Standards and independence
Align with global and Kenyan codes; uphold independence, ethics, and
comprehensive risk management.

ESG and digital stewardship
Prioritize ESG integration, digital transformation governance, transparent
reporting, and stronger controls.

Cybersecurity as strategy
Treat cyber risk as a board-level imperative; engage regularly and align with NIST
CSF.

Kenyan context and resilience
Adapt oversight to CMA, NSE, and national laws; strong board dynamics build
trust and sustainable value.
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Strengthening Board Governance in the Digital Era )2(. Finnet
[ ) Building a Better Tomorrow, Today
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1) Build board digital capacity
Invest in cybersecurity and digital literacy training for
trustees.

2) Integrate modern risk frameworks

Embed tech risk, ESG, and regulatory requirements into
governance.

3) Create specialized committees

Set up technology, sustainability, and risk oversight
committees.

4) Adopt recognized standards
Use NIST CSF or ISO 27001 to guide cyber resilience.

5) Ensure transparent reporting
Enable reqular board—-management updates and clear
channels.

6) Benchmark against standards
Compare practices to global/regional norms for compliance.
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